SCAMS

A scam is a scheme designed to part you and your cash. As time has evolved, scams have become more sophisticated, but they all have one thing in common –

THEY ALL OFFER NOTHING FOR SOMETHING. BEWARE! IF IT SOUNDS TOO GOOD TO BE TRUE, IT PROBABLY IS!

There are many types and whilst we cannot cover them all, below are the more common ones:

Advanced Fee Frauds/4-1-9 Scams
Advance fee fraud or '419' fraud (named after the relevant section of the Nigerian Criminal Code) is a popular crime with the West African organised criminal networks. Whilst traditionally approaches were made by letter, these have now evolved to e-mail, fax and telephone contact. All involve requests to help move large sums of money with the promise of a substantial share of the cash in return. 

How the fraud works
The most common scam begins with a letter bearing a Nigerian postage stamp or frank mark (often forgeries) being sent to a potential victim. E-mails are increasingly being used as they are harder for Law Enforcement agencies to intercept. The writer, usually bearing the title of Doctor, Chief or General, will explain that a 'mutual business associate' has suggested that the writer confidentially contact the addressee. 

The letter goes on to explain one of the many scenarios. However, certain aspects are usually constant:

1. There is a large sum of money waiting to be paid out of Nigerian Government coffers for a contract that has been completed; 

2. The writer purports to be a Government Official or acting on behalf of or with the knowledge of a top Government Official; 

3. The writer is willing to share the sizeable proceeds (usually in excess of $35 million) initially only for supplying a foreign bank account number to be used for the transfer of funds; 

4. Secrecy is an absolute must to protect all concerned parties from corrupt government officials who would seize the money if they knew of its existence. 

5. Another common ploy is to pretend that they have found your long lost deceased relative and you are the sole survivor to the estate. They have dies intestate (no will) and left millions.
The letters are often littered with spelling mistakes and bad grammar. This is a deliberate ploy by the fraudsters to induce the potential victim to believe that he is dealing with uneducated people who would not have the ability to defraud him/her. Nothing could be further from the truth! 
The advanced fee aspect lies at the heart of the scam so just when the money is about to be transferred some unforeseen difficulty suddenly occurs and fees from the victim are necessary to overcome the problem. These take a variety of guises: bribes to Government Officials, local attorney fees, VAT, insurance, National Economy recovery fund, customs clearance - the list and invention is immense.
As the transaction goes on, and once the victim has taken the bait by replying and/or paying over any money, the fraudster will request further sums all usually increasing in value. Often as the victim has already paid out, he will continue in the hope of getting a reward, or simply through greed. If the victim declines or cannot pay, the fraudster(s) then work on him by bombarding his with phone calls, faxes or e-mails until often they pay up just to make them stop. Many victims often borrow large sums from family, friends or take out loans, never revealing the true reason even to the police when being interviewed.
And of course, if the fraudsters think you have rumbled them, well they may and do often resort to threats and insults.
False job offer scam

This is also a variation of an advanced fee fraud, and shows how adaptable fraudsters can be. The scam starts with an email purporting to come from a reputable company offering a job, which actually doesn’t exist. It’s currently most prevalent in the Construction and Hotel industry, and the jobs on offer range from highly paid management roles to construction site workers or cleaning staff. The scam is then a confidence trick, to get you to part with money for “taxes/visas” in relation to the job offer.
Key points to look out for:

· The email address used will be from a web based mail server such as hotmail, yahoo, etc rather than a domain owned by the company.

· Contact numbers will be platform numbers (which start 0702, 0703, 0704) and are linked to the subscribers own phone number which is often a mobile. Don’t be fooled by the +44 number and think you are calling a person in the UK; you could be relayed anywhere in the World! 

If you get approached in this fashion, always contact the company offering you the job directly – don’t use the contact number provided. Speak to their Human Resources Department and ask if the job is real.
Lotto/Spanish Lottery Fraud
This is another one that’s increasing in popularity in the UK. Potential victims receive un-solicited letters or e-mails claiming that they have won huge amounts of money in an overseas lottery by being allocated the winning numbers.
Can’t remember entering? Well if you didn’t enter how can you win??

When the recipients contact the lottery organisers, either by phone, post or e-mail, they will be invited to send money to cover administration costs involved with releasing the money. What they don’t tell you is that this is a scam as neither the winnings nor the lottery exist.

A cruel twist to this scam is that the fraudsters build up such a rapport with their victims that they will continue to send money, or even travel across the world to banks who they are told have got their winnings.

If you receive such an e-mail, you are probably one of thousands as these are sent out en-bloc. With letters, the criminals can and often are a little more specific, targeting the elderly or other vulnerable people. The letter will often include a certificate of winnings which to an unsuspecting victim looks genuine.

Replies by post are often to drop or P.O. Box addresses, which are then collected by couriers or third parties and routed to the fraudsters usually overseas. The fraudster’s are not fussy how they receive their payments – cheques, credit/debit card transactions or sending cash via money transfer services are all acceptable.

This fraud is highly organised by criminal gangs usually based overseas. They are known to be specifically targeting the UK and USA.
What to do if you are approached 
If you get an unsolicited communication as described in any one of these scams - letter, email, fax text or phone call then ignore it; don’t even respond to say “go away”. The fraudsters will then know that the contact details they have are current and will share these with their fraudster friends so you’ll get even more!
The Office of Fair Trading website gives advice on different types on scams, and you can get advice from Consumer Direct on 08454 04 05 06.
REMEMBER! IF IT SOUNDS TOO GOOD TO BE TRUE, IT PROBABLY IS!

