Cyber Aware g

Cyber Aware is

the government's advice
on how to stay secure
online

SME Cards

We have collated all of
our free products and
guidance into a handy
uide - SME's Cards
download section at the
bottom of the page).

Newsletter

Small Business Guide

Online Training

Exercise in a Box

Access the latest trends
and topics in cyber via our
Small Organisations
Monthly Newsletter.

Threat Videos

= Ransomware

= Phishing
= Security Culture

The Small Business
Guide includes steps
that can significantly
reduce the chance of
your business becoming
a victim of a cyber crime.
Following them could
save time, money and
your businesses
reputation. Our Actions
List also complements
this product. We have
also produced a guide
for Charities.

Top Tips for Staff and
Cyber Security for Small
Organisations can be
completed online or built
into your own training
platform.

Exercise in a Box helps

organisations find out
how resilient they are to
cyber attacks and
practise their response in
a safe environment.

ai» ‘National Cyber
* Security Centre

a part of GCHQ

NCSC has created a range of free products and guidance
that are affordable to implement

Covid-19 Guidance

Our Covid-19

Guidance includes:
Homeworking
Video conferencing
Moving your
organisation from
physical to digital

Report Phishing

Report emails to the
NCSC’s Suspicious Email
Reporting Service (SERS)
using Office 365's Report
Phishing add-in for
Outlook (available to
corporate or business
versions of 0365).

Links to the documents can be found on the website - www.ncsc.gov.uk

Supply Chain Security

Our Supply Chain
Security guidance
proposes a series of 12
principles, designed to
help you establish
effective control and
oversight of your supply
chain.

Response & Recovery
Guide

The Response & Recovery
Guide helps organisations
to prepare for a cyber
incident, from response
through to recovery.

Cyber Essentials

Cyber Essentials is a
government-backed,
industry-supported
scheme to help
organisations protect
themselves against
common cyber

attacks. Having Cyber
Essentials certification
also, provides
reassurance to customers
and suppliers. The
Readiness Tool helps
organisations prepare for
certification.



https://www.ncsc.gov.uk/cyberaware/home/?referrer=es212
https://www.ncsc.gov.uk/collection/small-business-guide/?referrer=es212
https://www.ncsc.gov.uk/collection/small-business-guide/small-business-guide-actions/?referrer=es212
https://www.ncsc.gov.uk/collection/charity/?referrer=es212
https://www.ncsc.gov.uk/training/top-tips-for-staff-scorm-v2/scormcontent/index.html#/?referrer=es212
https://www.ncsc.gov.uk/training/cyber-security-for-small-organisations-scorm-v2/scormcontent/index.html#/?referrer=es212
https://www.ncsc.gov.uk/information/exercise-in-a-box?referrer=es212
https://www.ncsc.gov.uk/collection/small-business-guidance--response-and-recovery/?referrer=es212
https://www.ncsc.gov.uk/guidance/moving-business-from-physical-to-digital/?referrer=es212
https://www.ncsc.gov.uk/collection/supply-chain-security/?referrer=es212
https://www.ncsc.gov.uk/cyberessentials/overview/?referrer=es212
https://getreadyforcyberessentials.iasme.co.uk/?referrer=es212
https://youtu.be/DWmMm5IhLDw
https://www.youtube.com/watch?v=NhaPVefCjDo
https://youtu.be/Mz0VQx87xvc
https://ncsc-production.microsoftcrmportals.com/subscribe/?referrer=es212
https://ncsc-production.microsoftcrmportals.com/subscribe/?referrer=es212
https://www.ncsc.gov.uk/guidance/configuring-o365-outlook-report-phishing-for-sers/?referrer=es212
https://www.ncsc.gov.uk/section/information-for/small-medium-sized-organisations/?referrer=es212

